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● Student at Tomsk State University
● Member of SiBears team
● Developer at BiZone

 

Whoami



github.com/sdnewhop/AISec
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The project’s goal: Cybersecurity of machine learning and 
artificial intelligence implementations

 Contributors:
● Sergey Gordeychik
● Denis Kolegov
● Antoniy Nikolaev
● Roman Palkin
● Maria Nedyak

AISec Team

github.com/sdnewhop/dicom

https://github.com/sdnewhop/AISec
https://github.com/sdnewhop/dicom
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One of the most popular application of artificial intelligence 
(AI) is medical imaging
 

Medical Imaging
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Digital Imaging and 
Communication in Medicine is 
a data format and a protocol 
for exchanging between 
various components, such as 
PACS, DICOM viewer, 
machine learning pipeline
 

DICOM
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NVIDIA CLARA
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NVIDIA CLARA
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NVIDIA CLARA
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SimpleITK

● Fuzzing with AFL
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● Fuzzing with AFL
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SimpleITK: Heap buffer overflow 
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SimpleITK: Buffer overflow
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SimpleITK: Buffer overflow
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ORTHANC
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ORTHANC
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ORTHANC
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ORTHANC: IN THE WILD

Made with Grinder love

https://github.com/sdnewhop/grinder
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ORTHANC: Insecure API
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ORTHANC: Insecure API
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ORTHANC

ORTHANC has an official Docker image with enabled 
authentication
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ORTHANC: CSRF
Orthanc web app doesn’t have any CSRF prevention

CSRF payload
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ORTHANC: CSRF
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ORTHANC: CSRF
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ORTHANC: CSRF
We decided to view orthanc documentation in 
google cache
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ORTHANC: CSRF
Cache saved at September 25, 2019 doesn’t contain any warning about 
CSRF
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DCMTK

DCMTK (DICOM Toolkit) is a collection of 
libraries and applications implementing large 
parts the DICOM standard. DCMTK prototype 
was created in 1993, before the official release 
of the standard.¹

¹ https://dicom.offis.de/history.php.en

https://dicom.offis.de/history.php.en


32

DCMTK

NVIDIA Clara’s documentation

ORTHANC’s documentation
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DCMTK

● Fuzzing with AFL
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DCMTK: DoS

● Fuzzing with AFL



35

DCMTK: XXE

XXE payload

Testing xml2dcm utility
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DCMTK: XXE
Converted file will contain /etc/passwd contents

Converting result
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DCMTK: XXE
Vendor said that this payload does 
not work on his machine hence 
xm2dcm utility doesn't have the XXE 
injection
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DCMTK: XXE
● xml2dcm utility uses libxml2 for reading xml

OWASP XXE prevention cheat sheet
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DCMTK: XXE

OWASP XXE prevention cheat sheet
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DCMTK: XXE

DCMTK indeed doesn’t use these 
options for XML reading. We 
continued researching this problem.
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DCMTK: XXE

Final fix
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DCMTK: XXE

libxml2/parserInternals.c
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DCMTK: XXE

libxml2/parserInternals.c (v2.9.1)

xmlSubstituteEntitiesDefaultValue is used by parser initialization  
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DCMTK: XXE

libxml2/parserInternals.c (v2.9.1)

xmlSubstituteEntitiesDefaultValue is used by parser initialization  
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DCMTK: XXE

libxml2/parserInternals.c (v2.9.2)

xmlSubstituteEntitiesDefaultValue is used by parser initialization  
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DCMTK: XXE

libxml2/parserInternals.c (v2.9.2)

xmlSubstituteEntitiesDefaultValue is used by parser initialization  

OWASP XXE prevention cheat sheet
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DCMTK: XXE

Neither me nor vendor understood how it works

 ¯\_(ツ)_/¯



@msh_smlv

THANKS FOR 
ATTENTION


