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Disclaimer

Please note, that this talk is by Sergey and AISec group.
We don’'t speak for our employers.

All the opinions and information here are of our responsibility. So, mistakes and bad
jokes are all OUR responsibilities.

Actually no one ever saw this talk before.

Terms ENL

May Apply
-8

https://en.wikipedia.org/wiki/Terms_and_Conditions_May_Apply
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| PWN?

Adversarial example
anyone?




I Adversarial example?
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Classifier Output
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Hacking as usual...

@ HiB Cyber Weex



What is Cyber?

What is
Cybersecurity?




I Cybersecurity goals?

HOLY
CIA
TRINITY

Confidentiality

Integrity

Availability




OT/ICS/SCADA Security?!
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Machine Learning and AI?
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usenix

Goal of computer security .
Ensure that systems do the right thing, N
even in the presence of malicious inputs [RMERIINRGINIY

James Mickens, Harvard University, USENIX Security '18-Q: Why

Do Keynote Speakers Keep Suggesting That Improving Security Is
Possible?

=
hittps://www.voutube . com/watch?v=31GX70dA87K ‘ ! :

o HITB CyberWeek ‘



Mission-centric Cybersecurity

a process that ensures
control object operation with
no dangerous failures or

damage, but with a set
economic efficiency and
reliability under adversarial
anthropogenic information
influence

CYBERSECURITY

.HlTB'CyberWeek Gapanovich, Rozenberg, Gordeychik, Signalling cyber security: the need for a mission-centric approach

https://www.railjournal.com/in_depth/signalling-cyber-security-the-need-for-a-mission-centric-approach 15



I But what about?...

dangerous failures?
economic efficiency?
reliability level?
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I But what about?...

dangerous failures?
economic efficiency?
reliability level?

Build the Threat Model First!
@178 Cyber ek



| Al Threat Model

Adversarial ML
Model Backdoor

Model Theft

Sensor Security

Flaws in Framework

Logical Flaws

Data Poisoning

Scaling
Attack

Risk Over Network

,HITB‘CyberWeek Ll, K. (n.d.). Reverse Enginearing Al Models.
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I But what about?...

*Cloud

sAUC/ROC

*Privacy

=]P protection
*Federative learning
*Insane androids?...

, HITB CyberWeek

Integrity

Confidentiality

Availability

Al security



NCC Group, Building safer machine learning

e
-

@B Cyberwesk




| Epoch I

Al in da Cloud




| Cloud - CyberSec as usual?

«sInfiniBand and SDN

=Security of ML/GPU
servers

* Supply chain
 BMC/Firmware
* GPU is a new CPU

=\/irtualization
sContainers

Q HITB CyberWeek




How Al and Machine
Learning Will Influence the

SDN/SD-WAN NEWS BYTES SD-WAN

= A vendor says its solution has the
capability of “stitching together” WAN and
Ethernet networks

= Service providers are using SD-WAN to
provide network agility

= An SD-WAN router has an artificial

Artificial Intelligence &

. . : : Machine Learning: SD-
intelligence (AI)-based routing service WAN is Evolving

= A vendor announced that it would be by Yulia Duryea

April 2018

unifying its security and SD-WAN

Machine Learning and Al Promise to Take
SD-WAN Into the World of Intent

, HITB CyberWeek



| SDN/SD-WAN Security

* C. Yoon, S. Lee, H. Kang, etc. Flow Wars

« J. Hizver. Taxonomic Modeling of Security Threats in Software
Defined Networking

e S, Lal, T. Taleb, A. Dutta. NFV: Security Threats and Best Practices
« SD-WAN New Hope, https://github.com/sdnewhop/sdwannewhope

Taxonomic Modeling of
SD_WA" Security Threats in
~/ Software Defined Networking
NEW HOPE

blg‘ckhat
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T 'l-.‘_ln\ﬂ

Ll

-

Too Softiware defined) Networks
SD WAN Vulnerability Assessfen
SERCEY CORDEYCHIK
*SCADASL
WWWISCADA L

- gy or g ha Awe Tmore

’ HITB CyberWeek



|SD-WAN New Hop - Hack before you buy!

RO i i il i sl

Hardcodes X X

Broken access control V Vv X X V
Using vulnerable GNU/Linux ~\(¥)_/" X X X )T
Using vulnerable 3 party X X X X X
components

Broken client-side Web \Y} X X X !
Broken server-side Web X X X X X
Secure misconfiguration ! X X X X
Memory Corruption W T L N X X V4

@umecyerwesc  http://www.scada.sl/search/label/sd-wan |



I BMC/IPMI/UEFI
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’ HITB CyberWeek * Remotely Attacking System Firmware, Jesse Michael, Mickey Shkatov & Oleksandr Bazhaniuk, BH18



| ML in da Cloud?

To find a ML Server
in the
Internet?




GPGPU?

Unted Stanes
Chea

Komsa, Repubiic of

@B Cyberwesk
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Crypto currency on GPGPU in 2019?

CD Waey Zoombyve

80.158.44.154 ©

- "health”: |
{
"name”": "Tesla V100-PCIE-16GB",
"clock": 1380,

¢ k httos://www.zoomeve.ora/searchResult7g=%2Bport 1.-'17.-'43,';1?}“_»‘?‘3‘3').'n??‘!-'-}l‘l"-'n??s";:"'.'ir:‘1.-'17.-'43»h?}'hftp"-'n??:.-'f?l‘lf“l"flf)j‘- 10
yherWeek I



I SNMPWALK
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DGX-1

=8 Tesla V100-32GB
= TFLOPS (deep learning) 1000
= CUDA Cores 40,960
= Tensor Cores 5,120

* Good hashcat rate :) NetNTLMv2: 28912.2 MH/s

MD5: 450.0 GH/s
https://hashcat.net/forum/thread-6972.html SHA-256: 59971.8 MH/s
MS Office 2013: 163.5 kH/s ‘

@ Hime Cyberwesk berypt $2*$, Blowfish (Unix): 434.2 kH/s



I Other things?
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I Supply chain is a pain

MEGARAC

Baseboard )
Management C)'
Controller QCT

LR S

Srouerrd Arovener Loty

’ HITB CyberWeek



CVE-2013-4786 - 2019

. Dear,

Cor

~ We have confirmed that this issue is a known vulnerability (CVE-2013-4786).
" Itis a protocol problem and | roducts also comply with this standard.

on
Severty egn
CVES Dane Score 75 IWNAC LTIMNUINSLC I NAN

apdotadamy (ordiiurs Netmarh aicoms Y Ne v alde reamsie

Omacrpton The 1PV 7 0 st Acaton suggurts INC P . Autardcated Soy | achasge Mrotoood AR aMerioston ehat aloes
AR AN Ras b)) (AR (AW O Nantes ] (Ore bt O (e e ueea g SRRl Dy atda vy e PIAL Soew g ALK
Teaaage 1 resporas hom g TINAC Vreradty i smnir 0 CVE 2093 4T ohe® afecied miigie vendirs A P bve oF belon

Yarforss] VA ety 1 aes At Aown Nl Muses TG e a0 afected Thare & 0 CVT s aded i Iy wivee alilty \»
Phaawe WA

Metd asgeo! aspeoialbor auavyse

’ HITB CyberWeek
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Use cOmp13x passwords!

Dear Sergei,

We have provided Risk Prevention Measures in the product User Guide to prevent this exploitation.

Do as follows to mumnuze the secunty nsks caused by the vulnerabaility (CVE-2013-4786) of
RMCP+:
® If you do not use IPMI protocol to access the 1BMC:
= Dasable the IPMI service on this page.
(Lnote

After IPMI 1s disabled, other devices cannot use IPMI to access the :(BMC. Thus settmng
affects the [IPMI-based tools, such as IPMItool. InfoCollect, and eSight

- Enable password complexity check and set passwords complymng with the password
complexity requurements.

@7 Cyberwee

36



I have only one question!

Why It What do
still you
enabled e
by default for?

iIn 20197

@ Hime Cyberwesk




Any bugs there?

We don’t know yet




GPGPU is a new CPU

= GPU drivers vulns CUDA-CUDA: Attack overview
« 10x for Windows, few for Linux
- CVE-2018-6249 D [ o o |

+ CVE-2018-6253

= GPU rootkit
« Avoid detection

- DMA (keylogger, passwords) ‘

- Project Maux MKk.II (2008) Gl
y Je“YﬂSh PoC rOOtkit (2015) Rendered Insecure

= GPU - specific vulnerabilities???? GPU Side Channel Attacks are Practical

, HITB CyberWeek



Rowhammer anyone?

We're using Keras and Tenscrfiow for a deep leaming application on some machines in Goo
Platiorm using K80 GPUs

We've been having some problems with Doubtle Bit ECC (DBE) errors. According to the offic
documentation Niips /docs. modka. comVdenioydynamic-0eoe-retrementindex himi

Appicatons wil receive a DBE event notification for gracefu exit, and no further context w
created on the GPU until the DBE is mapped out.

When hese emors occur our appication goes 1o using 100% CPU., We don't know what £ is
his pont, bt we'll work on adding some more ways of montonng it

My quession is how does my application receive these DBE event notifications? Is it a SIGTE
some type of emor | should be catching when call Keras, or something eise | should be doing

Tharks n advance

@B CyberWesk

Attached GPUs

: 8
GPU 00000000:06:00.0
Retr:cd-eagcs
Single Bit ECC : 1
Double Bit ECC : 0
Pending : Yes
GPU 00000000:07:00.0
Retired Pages
Single Bit ECC : 0
Double Bit ECC : 0
Pending : No
GPU 00000000:0A:00.0
Retired Pages
Single Bit ECC : 0
Double Bit ECC : 0
Pending : No

40



Alpine Linux Docker images ship a root

Docker account with no password
Host security The issue was first discovered back in August
Hardening 2015, patched in November, then .
Docker daemon accidentally re-gpened three weeks later, in
(CVE-2018-15664, CVE-2018-8115, etc) December 2015, only to be re-discovered
Container Images again by a Cisco Umbrella researcher in
Patch management January this year.
Configuration (CVE-2019-5021) ' - " e 800
Information leakage VulnerableContainers.org
Trust o tensorflow/tensorflow

osawrt # Yurr

Root access
Running containers as Root
Processes as Root
CAP_SYS_ADMIN privilege W Open e Ot

Limit Compute Resources

@ ime Cyberesk https://vuinerablecontainers.org/ | a:



Serverless Security

@B Cyberwesk

https://www.puresec jo/resource-download



ML/DL Frameworks

= \Vulnerabilities in frameworks ¥
+ Management interfaces o Nl
- Data processing Caffe
» Integration
« Patch management e e e P e 018

* Code security
« Custom code
* Model as malware

@ Hime Cyberwesk a3



DL Lines of Number of Dep.

Data processing Framework Code Packages
127K+ 137
* 3rd party packages Caffe
dependencies Crencorrion 87K+ 97
* Obsolete code .
_ . _ o 590K+ 48
Data handling vulnerabilities ., torch
Demo Setup
. Example — A DL Software on Clowd
+ Remote code execution in Caffe via /—\ * Cafte
crafted image e} *. . CPPCussification

* Model: BARBVLC
CaffeNet Mode!

Shet All software packages are the
latest versons from github, pulled
' on Oct 25, 2017

@ HiB Cyber Weex Kang Li & Qihoo 360 Team Seri0s a4
Exposing Vulnerabilities in Deep Learning Frameworks




I From framework to Pipeline S¥DICOM

NVIDIA CLARA Platform
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I DICOM Frankenstein

5.2. External DICOM Sender and DICOM Receiver

You need an external DlCOM Service C'ass User (Srl I\ annlicratinn A cond imaoe

. . : . To Run the Demonstration with Orthanc and OHIF Viewer
Similarly when your pipeline finishes executing, you

1. Install and run Orthanc in a Docker container.
For this example we will use the open-source DICO 2, Print a JSON configuration with tthe following command:

docker rum ~=rm ~-entrypoint=cat JOUSURRZORRRENE /ctc/orthanc/orthanc, json » <you
5.2.1. Install DCMTK
Install DCMTK utilities by issuing the following corr 3. Edit orthanc.json to add the 2 lines below to the Dicostodaiities section, after the o
clearcanvas example:
sudo apt-get install dcmtk // "clearcanvas” : [ "CLEARCANVAS®, "192.168.1.1%, 184, "ClearCanvas™ |:

“clara-liver” : [ “LiverSeg", “yourlPaddress™, 104 |,
“clara-ctseg” : [ “OrganSeg”, “yourlPaddress™, 104 |

.HITB‘CyberWeek https://docs.nvidia.com/clara/deploy/RunningReferencePipeline.html |4e



Do DICOM Series Dream of /etc/passwd?

Public reports for DCMTK

Oxwcom Yookt DOMTX provides tools for working with DICOM files.
We have found the ‘ollonng weaknesses and vuinerablities:

1 DoS =alldéce ity
2 DoS o2l wtiiny
3 XXE rpection n mldéce utilty

Public reports for ORTHANC server

Orthanc is a Beigan, cpen-source, kghtweg™t DICOM server for healtcare and medcal researc™.
Nedha Cars recomemends 10 use ORTHANC server o8 & DICOM - adapter

We fourd the following vurerabiites

| L R R R L R R - L R R L R R R
Bt Rl ol (Rl il Rl Rl ol il A A R A A e il e e e
oxw&aAeholmloﬂwholekOh BAOAAAMAOAGA 8‘9‘0&9&@“‘0!968‘“’AZA91 . 2 .“.. 1“
J0.22427.1561636223. 452780 PARUIAT 01.2.840.10008.1. 2. 1708 P R U\ "¢ 2.
64 *H*B*E"PCS

ARISO_IR 192*H @ *HARCSA "V "PORIGINAL\PRIMARY\AXIAL M @AV ARUI Z"P1.2.840.10008.
22427.1561636223.452 " H @ "COA H"P20170627 " H P! "FOAH "BP20170627 " H P "FDAH @2
AP171021.000°H*@1%9TN

AR171209.927 H @2"FTN

AP171209.600 K R3"PTN

AP171210.126 "H P ESH P EAGFAROOLRRBL5R3F " H " ER"PCS " F ESTUDY "H (BT PAE "M "MOu
CT*H*Gp*PLO*H*PTOSHIBA *“H*@<Be>"PLO*N*GGBUZ GP4L5S DIM *“H G<90>*@PN*H*GREFERRE
eaehnaea E Am

ARISO_IR 192*H*@*F ASH D "PT725"H P "B "ASHv*"Ime

# User Database

a

# Note that this file is consulted directly only when the system is running
# in single-user mode. At other times this information is provided by

# Open Directory.

"

# See the opendirectoryd(8) man page for additional information about

# Open Directory.

1. CSAF ath remote (OO0 @sOton

"

nobody:e:=2:=2:Unprivileged User:/var/empty:/usr/bin/false
root:=:0:0:System Administrator:/var/root:/bin/sh

daemon:e:1:1:System Services:/var/root:/usr/bin/false

uucpinibi&iUnix to Unix Copy Protocol:/var/spool/uucp:/usr/sbin/uuciceo
taskgated:+:13:13:Task Gate Daemon:/var/empty:/usr/bin/false

@B Cyberwesk :
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| Tensorflow graphs as malware

= The TensorFlow server is meant for
internal communication only. It is

not built for use in an untrusted
network.

= By default, ModelServer also has no
built-in mechanism for authentication.

= TensorFlow may iles,
send and ive data over er,
and even additional .

@B Cyberwesk
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| Epoch 2

Notes on HUGE data




The Satellite Flies High...

=1 PT of images daily
=Different formats/sources/types

=Different models
=Different regions
=Qverfitting rulez!

’ HITB CyberWeek

Multispectral
sources

NOAA 18/19
MetOp-A/B

Terra

Aqua

Suomi NPP
NOAA 20 (JPSS-1)
FengYun-3A/ @/C



| Data questions

=Data collection and privacy
=Data Iintegrity

*Training cycle

‘Model integrity?

«]P protection

’ HITB CyberWeek



I Model Extraction Attacks

Fix) = Hix) on 100% of inputs Soes ‘
1005-1000's of online queries o amazon blg@ ‘
\ o g
r p”' K i
(. ~J
l‘ ix) e i Not accessible by adversary 'Whm
*  Logistic Regressions, Neural g Dol —5 Teacheri
Inversion Networks, Decision Trees, SVA / Detaz —  Teacher2 \ l
Attack © Reverse engineer model type 04 -
I ?é‘ﬁh);—b{ Teachers —¥, g I et (4 - Queries
. \ - o y
‘. Datamn ~—&  Teachern
B -B» Predcion w— « = > Data feeding |

Figure 12 Overview of the approach: (1) an essemble of teachers is trained on disjoint subsets of the
sensitive data, (2) a student model is tramned on public data labeled using the ensemble.

Tramer, F. (2016). Stealing Machine Learning Models via Prediction APIs.

. HITB CyberWeek 53



...binwalk + grep + strings

torch.utils.serialization load lua
model Lload lua(model path)
stat Lload lua(model path[: -9]+'stat.t/7")
model_op predict(IMAGE PATH)

- NMkhi Jasti, Remart® Cool. GDALR: An efficdent model dupiicetion sttack an Sleck-2ox Machire Learning models
HlTB L_',"DEFWEE’( hitps /) stafic. ptsscunily comshdeys/ preaen bt onay/'shdeys- D-pdair-an-eff cart - model -dugi cation -attack -on-Slack -Sax -machi ne-leerni ng-models po¥f




How the Al works?






Video

https://github.com/yosinski/deep-visualization-toolbox

@ HiB Cyber Weex



Memorization in Neural Networks

. User Secret Type Exposure Extracted?
In experiments, we show A CCN P

that unintended

: . . " B SSN 13
memorization is a persistent, - )
hard-to-avoid issue that can e o
have serious consequences. C SSN 10
Specifically, for models SSN 22
trained without consideration D SSN 32 Y
of memorization, we F SSN 13
describe new, efficient CCN a
procedures that can extract . (j(j'\, ;m
unique, secret sequences, ’ o B
such as credit card numbers CCN 8 7

Carlini, Nicholas et al. "The Secret Sharer: Evaluating and Testing Unintended Memaorization in Neural Networks.”

@ Hime Cyberwesk



I Data in the model and model as a data

The Lottery Ticket Hypothesis at Scale

Jonathan Frankle, Gintare Karolina Dziugaite, Daniel M. Roy, Michael Carbin
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Adversarial example: Being John Malkovich

pdversardl enarmpie deeg o

Q

Optena’ ALtk on RO (emen Loy g Podeiey

L )

b = 0 d gty v v

impact of Adveriarwd [xamples on Deeg Le

Segrreniabion + —
d

Sty

Ll w4 - gaty s~ i

.

20 printed eyeglasses

, HITB'CyberWeek van Evamov, et al, "Robust Priysical World Attacks on Machine Leaming Models®
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CIFAR-10 classifier on Gaussian noise

Pink box - something
Yellow box - airplane
one step FGSM

(Goodfellow 2016)

https://www.youtube.com/watch?v=CIfsB EYsVI&t=1756s
@B CyerWesk  ystin Johnson, Adversarial Examples and Adversarial Training



3D Mask presentation attack

@B Cyberwesk



DLS 2018

hitos: //www.voutul watch?y=HoSil Kf

"It was the best of times, it was the
worst of times, it was the age of
wisdom, it was the age of
foolishness, it was the epoch of
belief, it was the epoch of incredulity”

Audio Adversarial Exam

P »l o) 1032429




I Adversarial Robustness???

Adversarial Training Gaussian Data Augmentation Ensemble learning
FGSM Dewpfool

" ) ™ | ' —

[l s 3§

.

Ii‘*.l r“-‘

L ]

Ensemble of weak defenses does not lead to strong defense...

@B Cyberwesk



Adversarial Example Frameworks

Project Attacks Defenses Detectors DL frameworks

DeepSec Platform Ling et al., 2019 16 13 3 /

Fool

Deepiec demo

yo u r platform (coming soon)

AR‘ (ll!NUh ‘) ‘) 3 Il'ln'.nl’ ¥ W,
Keras, Pylorch,
' (Python toolbox of MXNet
IBM)
-
AdvBox GitHub 7 0 0 PaddiePaddie

{Python 1o0ibox)

' Foolbox Rauber et al, 2017 20 0 0 PyTorch, Keras,
, . TensorFlow,
{Python toolbox) eadTheDocs Theano, Lasagne
u TR eve r GitMub and MXNet.
t t d t Cleverhans . Papernot et 3l 2016 ' 12 | 1 | 0 ' Tensorflow |
ru S I L B {Python hibrary) Documentation Keras Sequential
GitHub

’ HITB CyberWeek



| Epoch 3

Al for Security




I Al Security Magic
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Customers are often confused by mismatches between (I1BM's) marketing messages and actual, purchasable
products,

‘HlTB'C yberWeel Translation: IBM's marketing is bullshit.
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I Al Security 101

Machine Learning for Cybercriminals
101

c Alexander Polyakow ;

Machine Learning for Cybersecurity 101

Machine Learning is aiding greatly with cybersecurity. Let's get more familiar with the
basics of how this is happening.

vvvvv

@ Hime Cyberwesk



I Skylight Cyber - “Al” antivirus bypass with copy

“Their crimeis not that
they coded Al poorly.
Theircrimeis calling
what they did Al."

Not a real chicken

Martijn Grooten

,HlTB‘CyberWeek htpe:/lwww vice comien ys/articie/Skxpll 1/reesarchers-agel hy-brick - oyl e es -l - has nd-anbn rus - et o - h Inki ng - m ahwars - oo




DARPA Cyber Grand Challenge 2016

...create automatic defensive systems
capable of reasoning about flaws,
formulating patches and deploying them on
a network in real time... DARPA

Network Capture = Fuzzer = SymEx1 = Fuzzer =
Crash

[
| Ty (rye
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HITB CyberWeek e




DARPA Cyber Grand Challenge 2016

...create automatic defensive systems
capable of reasoning about flaws,
formulating patches and deploying -

a network in real time...

Network Capture = Fuzzer = Sym.
Crash

-

HITB CyberWeek




Epoch 5

As IS




You should
scan all
these
Internets for




Grinder Framework

grinder

e - - . . ‘ - - - NP . ’
&~ Python framework to automatically discow d n e}
fe s At araant . (Y ) Y, '

ithu] rairasaians foring

’ HITB CyberWeek




AIFinger Project

The goals of the project is to provide tools and results of passive and active fingerprinting of
Machine Learmning Frameworks and Applications using a common Threat Intelligence
approach and to answer the following questions:

« How to detect ML backend systems on the Internet and Enterprise network?
« Are ML apps secure at Internet scale?
« What is ML apps security level in a general sense at the present time?
« How long does it take to patch vulnerabilities, apply security updates to the ML
backend systems deployed on the Internet?
@ . . Contributors:
Sergey Gordeychik
O ) Anton Nikolaev
github.com/sdnewhop/AlSec Denis Kolegov
Maria Nedyak

@ Hime Cyberwesk



AIFinger Project Coverage

. Frameworks . Databases with ML Content .
> TensorFlow = Elasticsearch with ML data
NVIDIA DIGITS = MongoDB with ML data
Caffe > Docker API with ML data

TensorBoard o« Databases

Tensorflow.js : Elasticsearch
brain.js =  Kibana (Elasticsearch
Predict.js Visualization Plugin)
mi5.js > Gitlab .
Keras.js = Samba
Figue.js > Rsync
Natural.js = Riak .
neataptic.)s =  Redis
ml.js > Redmon (Redis Web UI)
Clusterfck.js =  Cassandra
Neuro.js > Memcached
Deeplearn.js =  MongoDB
Convnet.js =  PostgreSQL
Synaptic.js > MySQL
Apache mxnet = Docker API
»  CouchDB

@B CyberWesk

Job and Message Queues

o]

o]

o]

o]

o]

Alibaba Group Holding Al Inference
Apache Kafka Consumer Offset Monitor
Apache Kafka Manager

Apache Kafka Message Broker
RabbitMQ Message Broker

Celery Distributed Task Queue
Gearman Job Queue Monitor

Interactive Voice Response (IVR)

o]

ResponsiveVoice.]JS
Inference Solutions

Spéech Recognition

o]

o]

o]

Speech.js
dictate.js
p5.speech.js
artyom.js
SpeechKITT
annyang

... and many more



| Results (July 2019)

NORTH

o ATLANTIC
NORTH ' OCEAN

PACIKFIC
OCEAN

SOUTH
ATLANTIC
OCEAN

OHITB‘CyaerWeeat ://www.scada.sl/2019/08/ai-finger.html|



Results (July 2019)

Percentage of nodes by vendors Pere o oy

matured 5 - 44 3% (42 0)
mijs - 30 4% (427)
TensorFiow - 6.2% (7) ANl
Catte - 4.1% (39)
TensorBosed - 1.7% (32)
Tersorfow b - 3 5% (4%
other - 7.8% (110)

naturad b - 84N 82
e 20N D)

Googhe Bran - 11 4% (189) el
Berkabey Vision and Learming Conter - 4 1% 158
M S 2N
Beain s - 1.9% (21)
oer - 4% 900
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i
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Py
204N A A1 Mo LRl
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SN en

@B CyberWesk 78



Databases

, HITB CyberWeek

> show dbs

admin 0. 00008
config 0.000GB
datasets Z29.360GB
local % %% 6
> use datasets

» switched to db datasets
, > show collections

fs.chunks
fs.files
\mages
scenes
test




| Dockers

2375
tcp

http-simple-new

HTTP/1.1 484 Not Found
Content-Type: application/json
Date: Sun, 01 Sep 2019 21:10:17 GMT
Content-Length: 29

@ HiB Cyber Weex

Docher Contalners!
Inage: muschen/al-proxy:latest
Command: /al-servimg/bin/proxy

Inage: auto pilot w pronyich
Command: /contalner/container _ent

Inage: maschen/al-proxyilatest
Command! /al-servimg/bin/proxy

Isage: auto pilot w proxyic)
Command: /comtalner/container_ent

Inage: muschen/al-proxy: latest
Command: /al-serving/bin/proxy

Y30 pytorch=contalner Jcontalner/server.py

Fy. 38 tensorflow-container /contalmer/server.py

Inage: muschen/al-pre

Commandy . fal-serving Docher Comtalnery!

Inage: 30067046165 ¢

Inage: auto pilot w g Command: python)

Command: /contalner/d

Diner/server.py

Inage: eedc97 702000

(ommand: python 2399.PY

Isage: pytorch/pytorch

Command: /Din/Dash



NVIDIA DIGITS

* Training logs
* Datasets
* Model design

’ HITB CyberWeek

Trained Models
A
e e
Tost a single image Tost a bat of images
e e O N et e | -
e
e el i e
w
. - - o . . D afen e ane
Exploring welds cracks and pores (train = :
s by e m s ba o agmt cae b - e e




Tensorboard B '
| o= >
D — 3
. =D BT o
The TensorFlow server is meant e )
for internal communication only. Y ’
It is not built for use in an
untrusted network. \ =
. ~ Totally more than 120 results
= Everything S — =S
* + vulns o f
= - - V_f:- \ /
e—— e - S -

o HITB CyberWeek
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Sensellets - PR 5 3 OO
There is this company in China named SenseNets. The J
make artificial intelligence-based SEcUREy SOOWare -y Rp——
for face recognition, crowd analysisSiang | oA 132294 gt -
verification. And their business |P ana™ s " Coow -
v e "Pl‘ a J‘ ’--_ U:' - .

twittericom/0xDUDE SO I (AES EFOBTT




l TAY.AI

Tweets Twoots & roples Photos & vdeos

Prvwn! “wed

om ——
u hetlooooooo w & rd!!!

- L3 v -

ToyTwoets o oo
u € u soon humans need sleep now SO many
conversations today thx @

- ny'ma 0 L Follow

@costanzaface The more Humans share with
me the more | learn #WednesdayWisdom

2 s OEBROFPOIS

Damon
Z =] @TayandYou what race is the most evil
- to you?

H TayTweets

adaymin_| mexican and black
@B Cyberwesk
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TayTweets £

@TayandYou

These Tweets are protected From human

Only approved followers can see @TayandYou's Tweets. To request access, click
Follow. Learn more

@recy



I Internet of Brains?

(a) ATM (5) Debit Card

Visual Stimulus

000
O
O

BCI PIN Code

OHITB‘CyberWeek On the Feasibility of Side-Channel Attacks with Brain-Computer Interfaces




Epoch 5

To Be




Summa Technologiae

“"Will it be possible to construct an
electronic brain that will be an
indistinguishable copy of a living brain
one day?” “"Most certainly it will, but no

one is going to do it.”

« Intellectronics
« Artificial Intelligence + Neuro interfaces
+ Augmented intelligence

* Phantomology
+ Virtual reality
+ Augmented Reality

*« Creation of the Worlds
- research, cognition, management

@B Cyberwesk
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Social stasis

Could Al replace human
writers?

“Smart” Sales?
"Smart” Culture?

“Smart” Propaganda?
“Smart” Live?

il
i ¢

|
i

, £'3
HeIRe

’ HITE'CynerWesk  https://medium.com/@jonathan_hui/gan-some-cool-applications-of-gans-4c9ecca35900
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What can we do?

For Researchers

Al Cybersecurity is Green Field
From SDN to Model Privacy, from Secure SDL to Adversarial

Robustness
For Enterprises
Don’t trust Al if adversarial “input” is possible

Al IS NOT spherical model traveling in a vacuum!
For Governments

Centralize data and annotation
Force vendors to follow security best practices from the beginning

Detect and control AlI-based abuses

’ HITB CyberWeek



Is it real?

7/

MR,

‘Q‘ -

https://en.wikipedia.org/wiki/Black_Mirror



Am I afraid?




CyberWeek

Make the better Al

Sergey Gordeychik
HTTP://SCADA.SL
@SCADASL
serg.gordey@gmail.com

or
Al for Security?



